The cognitive radio (CR) technology allows the secondary user (SU) to share the licensed spectrum by using negotiation or cooperation methods issued from dynamic spectrum access (DSA). In this research paper we propose a method based on multi-criteria decision to deal with many parameters and after that we propose an algorithm for distributed mutual exclusion (DME) to solve the problem of channel selection. The performance of the proposed solution is evaluated through extensive simulations and achieves satisfactory results in term of processing time, response time and especially the number of exchanged messages. Keywords: cognitive radio; multi-agent systems; dynamic spectrum access; multi-criteria decision; distributed mutual exclusion.
Introduction
Cognitive radio (CR) provides users with superior throughput, better QoS and increases communication comfort. CR users must be able to coexist to make CR systems practical, which may cause interference to other users. In order to maximise the benefit of the overall available bandwidth and to solve the problem of congestion, CR networks use dynamic spectrum access (DSA).
The main objective of our research is to intelligently manage radio resources in the context of a CR network. We think that the association of DSA techniques and the CR can provide a great future for the optimal management of frequencies (Cohen et al., 2014) . Thus, different negotiation and cooperation algorithms are needed to ensure a better and efficient spectrum allocation (Tounsi and Babes, 2017; Kuang and Chen, 2017) .
Our contribution in this paper is to deal with a scenario where there are several primary users (PUs) and several secondary users (SUs) in the context of CR. In other words, we have used the 'many to many' as type of negotiations.
We proposed to resolve the congestion problem with using a token-based distributed mutual exclusion (DME) algorithm for its particular sensitivity to failures (Obayiuwana and Falowo, 2017) , because a node can break down, leave or integrate the network, at any time. The movements of the nodes can generate creations and/or loss of links. Lahby et al. (2013) and Sheng-Mei et al. (2010) propose a decision technique for vertical handover based on the technique for order preference by similarity to ideal solution (TOPSIS) algorithm. In Lahby et al. (2013) , they combine multi-criteria decision methods, analytical network processes and the improved TOPSIS algorithm. The results of the simulation show that the proposed technique can effectively reduce the inversion phenomenon and the number of jumps.
Related works

Multi-criteria decision
A novel multi-criteria method based on enhanced TOPSIS is proposed by Loganathan et al. (2016) where authors consider the channel availability and its history as parameters. Their algorithm gives better sensing performance and better throughput in CR networks. Sheng-Mei et al. (2010) , they combine signal to interference plus noise ratio (SINR) and analytic hierarchy process (AHP). This approach proves to be an effective mathematical tool for problems that need to make decisions. It allows selecting the optimal solution among the available networks.
In Hernandez et al. (2015) and Drissi et al. (2017) , a combination between fuzzy logic and AHP method for network selection are proposed. Hernandez et al. (2015) present an algorithm based on four variables which are probability of channel availability, estimated channel time availability, SNR and bandwidth. It provides an efficient method for selecting channels. Isaksson and Feidler (2007) state that the user needs to be always connected (always best connected: ABC). There are several criteria for access to wireless and mobile networks. The authors divide the criteria into three groups: performance, price and accessibility. They then use a multi-criteria decision algorithm to classify the criteria so that the user is ABC.
An algorithm is proposed by Pham and Koo (2009) to select the optimal channel for CRs. The proposed algorithm can track the optimal solution with slow statistic-varying environment such as the quality of channel and probability of channel state nontransition. Basing on these values, each SU will find out the channel that has the maximum probability of successful transmission among idle channels.
In Jayakumar (2015) , they gave a survey on fuzzy set for multiple decisions in CR networks and they have argued that cooperative spectrum sensing, when implemented appropriately, would yield better sensing performance and better throughput in CR networks.
Haq and Akter Nisa (2017) proposed a method based on three phases: criteria selection, weight allocation and channel ranking calculation. They used six parameters for the channel selection: channel idle probability, PU arrival rate, SU arrival rate, channel achievable bandwidth, channel holding time and channel reliability. Kumar et al. (2017) have proposed a spectrum handoff scheme for optimal network selection which relies on the combination of the entropy method with the simple additive weighting (SAW), TOPSIS, grey relational analysis (GRA) and cost function-based methods. All methods were effective for selecting the optimal network for spectrum handoff with a reduced complexity for the spectrum handoff decision.
When organising channels by priority, the SU can choose which channels are the least used allowing him to use the channel with the lowest probability of generating interference and staying in it for the longest time. The main purpose of Bernal and Hernández (2017) is to design a spectrum decision-making model that allows the SU to choose the best channel to transmit during the longest time and predicting possible interventions of the PU that force the SU to change to an appropriate and opportune channel. For this, authors use support vector machine (SVM) and GRA algorithms. The combination of these two methods presents the best performance in terms of choosing an available channel, reducing the primary user's interference and diminishing the rate of necessary handoffs.
The multi-criteria decision-making GRA algorithm offers an effective result which is computationally fast for the calculation of the parameters that vary in time, allowing the model to adapt easily. The SVM and KNN methods are the most adequate techniques in this simulation
In Kheaksong et al. (2018) , a parent selecting mechanism with three criteria including expected transmission count, residual energy, and expected transmission time is proposed to address the issue of network partitioning and improves the transmission reliability of early parent selection functions. Alqerm and Shihada (2014) propose an adaptive decision-making scheme (ADMS) that exploits cross-layer design for optimal parameters selection. It targets various network applications such as power sensitive, emergency, multimedia, and spectrum sharing. ADMS exploits genetic algorithm (GA) as an optimisation tool for decisionmaking. It fulfils QoS requirements which include throughput, delay, and PER to increase spectrum efficiency.
Distributed mutual exclusion
One of the most classical paradigms of distributed computing is DME. It consists on defining a protocol executed by a set of processes which coordinate to access the critical section (CS) which represent free channels in the context of CR. CS can be used only by one process at the same time.
The problem of mutual exclusion has been widely studied in distributed systems (Rawat et al., 2018) where authors classified solutions into: Approach based on token, approach based on non-token and approach based on Quorum.
Recently, this problem has aroused interest in ad hoc mobile networks (Baldoni et al., 2002; Priya et al., 2014; Mellier et al., 2005; Cohen et al., 2014) . These networks are known as a difficult area because of their mobility, disconnections, node failures that can cause frequent and unpredictable topology changes. Thus, the resource allocation solutions provided for fixed networks cannot be applied to ad hoc mobile networks.
In an ad hoc environment, mobiles share resources in the network. The simultaneous use of a resource shared by several nodes can produce an incoherent situation. Mutual exclusion in ad hoc networks is considered one of the solutions to this problem (Rawat et al., 2018) .
In recent years, several DME algorithms had been proposed for ad hoc networks. Among these, we find those proposed by Baldoni et al. (2002) where used algorithm based on tokens. The token is passed over a dynamically created logical ring where each time a process receives the token of its predecessor, it decides on the fly using a policy that selects successor processes from those who have not yet received the token. Each turn of the ring has a coordinator that is the only process that can block the token and enter an inactive state. When a node wishes to enter CS, it sends a request to the coordinator, triggering a token circulation. This ensures optimal token circulation scenarios.
However, another algorithm named reverse link (RL) is based on token exchange was proposed in Walter (2001) . The system contains a set of shared nodes and resources, communicating through a message-passing model over a wireless network. RL constructs a direct acyclic graph oriented by token. This graph maintains several paths leading to the node containing the token. This algorithm assumes that the network does not partition, the nodes fail and message loss does not occur. In the RL algorithm, when a node wishes to access the shared resource, it sends a request message along one of the communication links. Each node maintains a queue containing the identifiers of the neighbour nodes from which it received the request for the token. The RL algorithm has been extended in Walter (2001) and Thiare et al. (2007) to deal with the k-mutual exclusion problem. This latter allows most processes to access their CSs simultaneously. This could be the consequence where several identical copies of a resource are made available in the system or the resource by its nature can be accessed by a set of processes simultaneously. Mellier et al. (2005) propose a simple DME algorithm derived from Markov process without using token or permission to enter CS. They assume that CS are disseminated in the network and can give some information about the characteristics of the network. The access to these CS is done by DME. Their algorithm reduces the number of broadcasts in the network.
In the group mutual exclusion (GME) issue, several resources are shared between the nodes. Nodes requesting access to the same shared resource can do so simultaneously. However, if the nodes compete for access to different resources, only one of them can proceed. The algorithms for solving the GME problem for ad hoc mobile networks are given by Jiang (2002) and Myoupo et al. (2009) . These proposed algorithms are adapted from the RL algorithm. In these token-based Algorithms, the concept of weight throwing is applied to detect that all nodes simultaneously accessing the same resource have completed their tasks. These algorithms satisfy the mutual exclusion, the limited delay and the simultaneous input properties. They are sensitive to bond formation and bond breaking and are therefore suitable for ad hoc mobile networks.
A token-based approach is proposed by Priya et al. (2014) where Mutual exclusion is not imposed on the entire users but only between users which want to access to CS simultaneously. Authors used an arbitrator node to judge which node has the right to enter its CS.
Another algorithm based on tokens is proposed by Neamatollahi et al. (2017) where authors propose to use a two-dimensional torus logical structure. So requests are sent in a horizontal way and the tokens rotate in a vertical way. The performance of their algorithm is proved by its ability to increase scalability and to reduce the average waiting time. In other terms, their algorithm decreases the number of exchanges messages.
Experiments and results
In this context, to maintain the integrity of a shared resource, a mutual exclusion algorithm must verify the ownership of liveliness as well as the ownership of the security. These two properties guarantee the absence of situations of deadlock or conflict in an ad hoc network (Drid and Kheddouci, 2007) .
Proposed algorithm
In our token-based algorithm, possession of a token provides access to CS. We assume that an unstructured network is composed of a variable number of mobile agents. Agents use wireless communication support, physical communication links are considered reliable, secure, and bidirectional, allowing any agent to communicate directly with anyone else by sending messages. We claim that these hypotheses make them well adapted to the CR environment, knowing that they are particularly sensitive to breakdowns.
In this paper, we propose a token-based mutual exclusion algorithm which aims to limit the use of message broadcasting as much as possible. So, we also assume that each PU has its own token because each PU has its own resources to allow us to satisfy the largest number of requests and to ensure the uniqueness of the token. Our contribution in this part of this research paper it is to combine DME and multi criteria decision algorithms presented in precedent sections.
In Figure 1 and Figure 2 , we give a flowchart that describes the behaviour of PUs and SUs in order to present how actions interact with each other. An SU agent that wants to request the token must first send a REQUEST message to the target PU agents. The message has as arguments the number of requested channels and the processing time. The receiving agent determines the action plan by checking the type of received message and obtains these parameters.
Our algorithm treats also the problem of fault tolerance because current systems are subject to a permanent load and are assumed to be highly available. Moreover, the use of an increasing number of machines increases the probability of producing a breakdown.
We treat just the case when the processing time 'T' of an SU has expired and the SU does not release the token. In this case, we can say that the SU is out of order.
Obtained results
In the following, we want to measure the impact of increasing the number of PUs as well as the number of SUs on the number of exchanged messages.
To evaluate the impact of the number of PUs, we assume that the number of SUs is 3, all SUs send a REQUEST message and all PUs have the token. On the other hand, to arbitrate the influence of the number of SU, we set the number of PU to 3 and modify the number of SU. Figure 3 shows that the number of exchanged messages increases by increasing the number of PUs or SUs. This is logical because there will be more messages to process in the system. But what we also notice from the graph is that the number of exchanged messages during the scaling increases by increasing the number of PU much more than the number of SU because when the number of PU agents is increased.
The number of REQUEST and PROPOSE messages depends on this number and the rest of the messages is constant at 3. However, if the number of SU agents is dynamic then only the number of REQUEST messages that depends on the number of SU agents launched and the rest of the messages are constant is also equal to 3. From the two previous figures, we note that the highest number of messages exchanged happens before entering CS. The need to receive a rapid response to a request prompts the SU to consider response time as an important parameter. To study the impact of the number of SUs on the response time, we considered the following topology: three PU with a change in the number of SUs of 3, 4, 10, 15 and 20 respectively.
In a message communication system, a major problem is access to a shared resource. However, various extensions of this fundamental problem can be found in the literature. Among these, there is the first in first out (FIFO) access method, which allows access requests to be served in the order in which they were requested. In Figure 5 , we make a small comparison between the FIFO method and our algorithm in terms of the number of exchanged messages and in terms of the number of executed CS. From Figure 5 , we note that the number of exchanged messages is almost the same using the two methods. But from Figure 6 we notice that the number of executed CS is higher using our algorithm than when using the FIFO method.
Conclusions
In the context of CR, negotiation is one of the simplest solutions to address the congestion caused by the lack of available resources to the SUs.
In this paper we proposed a combination between TOPSIS and DME algorithm and prove that this solution is better for spectrum management.
As perspective for our work, we think use an approach based on learning algorithms to improve prediction accuracy rates and helps to retrieve the similar cases more effectively (Ghadami et al., 2012) .
